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Zimperium for 
BlackBerry 

Protect Mobile Devices Against 
Known and Unknown Mobile Cyber 
Attacks 

  
The Zimperium Mobile Threat Defense (MTD) platform provides real-time, 
on-device protection against the broadest set of Android and iOS device, 
network and app attacks without the delays and man-in-the-middle 
bypass risks of cloud-based detection solutions.  
 
With Zimperium for BlackBerry, businesses protect devices against 
known and unknown mobile cyberattacks, ensuring corporate data, apps 
and networks are not compromised.  
 

 Why Zimperium? 
1. Unmatched mobile threat research team 

2. Only machine learning-based detection of device, network, and 
application attacks (d, n & a) 

3. Only on-device threat detection 

4. Most enterprise-ready and friendly solution 

5. Best SDK for embedding protection into mobile apps 

Zimperium for BlackBerry 
Mobile Threat Defense 

Unmatched Detection and Protection 
Against Today’s Advanced Mobile Threats  
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 Protect Your Business with a 
Complete Layer of Mobile Security 

  
Get continuous, on-device monitoring and analysis capabilities detecting 
mobile cyber-attacks in real time from the Zimperium Mobile Threat 
Defense (MTD) platform: 
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Zimperium developed the revolutionary z9™ engine by training it over many years on 
proprietary machine-learning algorithms that distinguish normal from malicious behavior 
on Android and iOS devices. By analyzing slight deviations to the mobile device’s operating 
system’s statistics, memory, CPU and other system parameters, the z9™ detection engine 
can accurately identify not only the specific type of malicious attack, but also the forensics 
associated with the who, what, where, when, and how of an attack occurrence. This unique 
approach detects attacks even when your users are not connected to the network or when 
facing unknown malware, new threats or zero-day attacks. 
 
The z9™ engine monitors, detects, and protects mobile devices against known and 
unknown threats, including: 
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 Why Zimperium for BlackBerry?  
 BlackBerry Dynamics UEM is a mobile management and enablement  

tool that provides compliance-based security including identity and  
access controls, DLP through containers, and jailbreak detection.  
 
Zimperium, on the on the other hand, is a mobile threat defense platform  
that detects and mitigates against advanced – network, device, and 
application – mobile attacks. BlackBerry UEM helps enhance Zimperium by 
enabling its compliance engine to be used for remediation after detection by 
Zimperium.  
 
The integrated solution provides IT Security Administrators with a way to 
safely enable corporate-owned/BYOD and strike the balance between 
empowering mobile worker productivity, while at the same time securing 
mobile devices against advanced threats.  Together, BlackBerry and 
Zimperium enable enterprises to manage and secure iOS and Android 
devices against mobile cyber-attacks.  
 
To learn more about Zimperium, please visit zimperium.com 

 

 
 

 
 
 
 
 

 
 


