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Zimperium Partnership

Zimperium and Microsoft have partnered to advance the state of the industry for mobile security. Mobile
devices are now the dominant productivity platform in any organization with more than 80% of the daily
work performed on a mobile device. These devices contain or have access to the same information and
applications that a traditional endpoint (laptop, desktop) does, but without protection. The combination
of Microsoft's management and security solutions and Zimperium's unique on-device mobile device
security delivers unequaled protection for managed and unmanaged (BYOD) devices. The partnership
has delivered numerous innovations for customers:

e Zimperium's MTD is integrated with Microsoft's Enterprise Mobility + Security (EMS) Solution.

e Zimperium jointly developed the BYOD unenrolled device solution that is the foundation for the
Intune MAM - BYOD offering.

Zimperium is the only MTD solution integrated with Microsoft Sentinel SIEM Solution.

Advanced Integration with Microsoft Defender for Endpoint for forensic level threat visibility and
hunting.

Zimperium is the only MTD solution that is capable of running natively on Azure.
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Secure Corporate and BYOD Devices
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Organizations have a combination of corporate managed devices and employee owned BYOD devices
in their environment. Working together with Microsoft, Zimperium's Mobile Threat Defense solution
delivers on-device A.l.-based protection against device, network, phishing and malicious app attacks
designed specifically for enterprise-class organizations. Customers have chosen the Zimperium Intune
integration for the following benefits:

Conditional access to Microsoft 365
applications based on Intune MAM policies.
On-device detection that does not require cloud
analysis or connection.

Threat remediation and user notification on the
device.

Individual user and group based mobile security
and access policies.

Support for multiple UEM solutions
simultaneously.

“Protecting corporate data is paramount for
every organization. To help organizations to
ensure only healthy devices are accessing
their corporate information, we have
integrated Mobile Threat Defense with our
Microsoft Endpoint Manager modern device
management and modern app management

solution. We are excited to collaborate with
companies like Zimperium to protect both
enrolled and BYO devices to solve our joint

e The only MTD solution that can be installed and customers’ mobile security needs."

operated on the Azure cloud.
-Brad Anderson, CVP Microsoft 365

e Strict privacy functionality with no user
information sent to the cloud.
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Microsoft Sentinel SIEM and Zimperium Integration Benefits

Sentinel delivers intelligent security analytics and threat intelligence across the enterprise, providing a
single solution for alert detection, threat visibility, proactive hunting, and threat response. But Sentinel
does not have visibility into the 60% of endpoints that are on mobile operating systems. As the global
leader of enterprise mobile threat defense solutions, Zimperium is perfectly positioned to help
Microsoft Sentinel customers close the mobile endpoint security gap. This is why Zimperium and
Microsoft have partnered to integrate Zimperium’s detailed mobile threat alerts and forensics directly
into the Microsoft Azure Sentinel dashboard.

e Mobile threat data from Zimperium can now be used by Azure Sentinel’s built-in Al and hunting
capabilities to identify threats that are important to an organization and respond with automated
remediation actions.

e Zimperium’s advanced integration automatically updates threat status in Sentinel as threats get
resolved on mobile devices so you can have an up-to-date view on active threats of each mobile
device within Sentinel.

 The ability to search for threats by user within Sentinel (e.g. show me list of threats affecting my C-
suite executives) and building of playbooks to take custom actions if threats affect specific users.

AT
Home > Azure Sentinel workspaces > Azure Sentinel - Workbooks > Zimperium Mobile Threat Defense
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Microsoft Defender for Endpoint and Zimperium Integration
Benefits

Microsoft Defender for Endpoint is a unified platform for preventative protection, post-breach
detection, automated investigation and response. It has advanced endpoint detection and response
(EDR) capabilities for systems utilizing traditional operating systems like Windows, Linux and MacOS.
Like Sentinel, Defender for Endpoint does not have visibility into device, network, phishing and
malicious apps on mobile devices. Like Sentinel, Zimperium and Microsoft have partnered to integrate
Zimperium’s detailed mobile threat alerts and forensics directly into the Microsoft Defender for
Endpoint dashboard.

e Advanced Threat Forensics - Microsoft Defender for Endpoint integrated with Zimperium has
threat forensics data not available from any other MTD solution including malicious processes
and apps and reasons for device compromise/jailbreak;

e Real-Time Device Status - The integrated solution automatically delivers threat status updates in
Defender for Endpoint as threats are resolved on mobile devices.

e Threat Hunting - Security administrators can now hunt for threats by user or devices within
Defender for Endpoint (e.g. show me a list of threats affecting my CFO or users in a geography).

e Comprehensive Endpoint Visibility - Administrators have a complete view of the security posture
of all of the endpoints (laptop, desktop, tablet, phone) an employee leverages in their day-to-
day work as they access corporate resources.

Microsoft Defender Security Center
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Microsoft Azure and Zimperium

Zimperium Mobile Threat Defense (MTD) is the only solution developed and designed to work on Azure.
With advanced integration to Azure Active Directory, deployment of Zimperium MTD is fast and simple.
And, as the only MTD solution to run on Azure, you are not forced to run in the platform dictated by the

mobile threat defense vendor.

Lower costs
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Scalability

Learn More

To learn more about Zimperium & Microsoft integrations or receive a demonstration, contact us today.

Learn more at:zimperium.com
Contact us at: 844.601.6760 | info@zimperium.com

Zimperium, Inc
ZIMPERIUM( 4055 Valley View, Dallas, TX 75244

© 2025 Zimperium, Inc. All rights reserved.



https://www.intertrust.com/products/application-shielding/
https://www.zimperium.com
https://zimperium.com/contact-us

	Blank Page



